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PURPOSE :

The purpose of this directive is to regulate the use of public safety se‘curlty cameras that
will be deployed, operated, maintained, and monitored at locations within the City of
Cambridge, and how images captured by those cameras ‘Will'be’ stqred accessed/used,
disseminated, and retained. To that end, this dII’eCtIVC will address the following issues
as it relates to pubhc safety securlty cameras: (&«—a{ ok

v

» Describe how the images captured by these caalems W1ll$e accessed and used by
public safety, as well as lden%t;y the resnlet10nsnfthe use of those images;

¢ Describe the procedures to be f&llowed in prov1d1ng s\%c&tty measures designed to

Y &
s Describe thefsecurltymeasures and audltlng procedures to ensure that all safeguards
arc mamtamed with respect to the proper and appropriate access, utilization, and
removal of it Images obtamed through the‘se -Cameras.

The Cambrldge Pohee Department is committed to usin g any public safety security
cameras and i 1mages captured by those cameras for lawful and legitimate purposes that
will} not abrldge prlvacy ‘and civil rights of any individual, and will take measures to
ensure that the i 1mages collected and stored by these cameras are properly protected from
unauthorlzed access or viewing. Further, the department will put into place security
measures and\audltln g procedures to ensure that protocols are maintained with respect to
the accessing of images, utilization of images for investigative and evidential purposes,
and the established retention schedule of images collected and stored by these cameras.
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It all instances, thc

GENERAL GUIDELINES & CONSIDERAITONS:

The City of Cambridge will deploy, operate and maintain fixed mounted camera
monitoring systems within the City in order to provide and enhance the overail security
and safety of its public places. It will also maintain such cameras for the purpose of
monitoring major thoroughfares and evacuation routes that are deemed critical
infrastructure, part of the Critical Infrastructure Monitoring Systems (CIMS). The
purpose of CIMS is intended to enhance the management of emergency situations, detect,
and deter terrorist and criminal acts, and otherwise protect the /health safety and welfare
of those who live, visit and work in Cambridge.

Public Safety Security Camera System may be used to deterwcrlmmal activity and public
disorder, reduce the fear of crime, identify criminal aotwny and:; sus ects, identify and
gather evidence in criminal and civil actions, document plice actlons  safeguard
individuals and police officer rights, aid with BER*Alerts or in the‘f\é earch of
lost/missing children or adults, assist emergency service personnel whett gggdmg to

------

&

incidents, assist with the momtormg of traffi¢ copéhtlon\s“\ &thermse assist" Igy officials
with the provision of city services in order to enhance oy«era‘ll city efﬁmency and assist
with the training needs/after action assessments ofpubhc safety personnel.

The Public Safety Camera System will not be used to repiaee current pohce techmques
On the contrary, it is to be used to suppl‘e_l
safety and city services. s

In addition to the Public Safety Secunty Camera System technology, the department wili
continue to utilize, exmtm'g technology 0, momtor cngunal activity in those areas
identified by the remdents and others in order to reduce or eliminate those activities that
impinge upon ub ic safety ‘and quality of 1; ]{fe within our City.

I

The department will a%;o partner, vyilcn reqmred and identified, with security personnel
from the prlyate sectorgvhose exqstglg g surveillance equipment could be effectively
ulllIZCd 10 cap"" i ,1mages of cruninal ‘conduct W1thm their respective sphere of operation

s.‘.

'i&-.,

ghts of md v1duals and the privacy of citizens will be strictly
adhered to When utlhzmg th1s*§1etwork of cameras that are in place to reduce, deter or

DEFINITIONS:

A. Archival Footage: Archival footage is considered those images captured through
the use of monitors or cameras of incidents that have occurred in the past.

B. Automatic Tracking: Automatic tracking is the ability of cameras to follow
individuals, activities, or vehicles with technology operating independently of
immediate direct human control, regardless of whether the identity of individuals
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are known, so as to create a seamless record of activities during a specific period
of time. _

C. Critical Infrastructure Monitoring System (CIMS): The Critical Infrastructure
Monitoring System (CIMS) refers to a network of cameras that are part of the
Metro-Boston Homeland Security Region’s (MBHSR) Critical Infrastructure
Monitoring System. This network of cameras were strategically placed to
monitor public places, specifically, major business dlstr1cts thoroughfares, and
evacuation routes to facilitate public safety personnel in effectlvely managing,
monitoring, and assessing situations so as to enhance ‘the safety and welfare of the
general public. This network is a closed system, ,and;ﬁas securlty measures in
place to prevent unauthorized use or access. (_»;,T'-l-»'

- g‘ﬁk{{
D. Department Personnel: For purposes of thls{hrectlve “department personnel”

will include police department persor}nel as well as, members® the Emergency
Communications Department (ECD!-' ‘ Chay

E. Evidence Policy: Evidence Policy shall refer to the Cambr]dge Police
Department s policy as 1trelates to the “Handhng and Processing of Property and
Evidence.”

F. Massachusetts Public Records Lavi;,.Refers to the\state statutes regarding what

constitutes public records and'those rewsggns*of thie law that grant exemptions

from public, aceess fo cerlain records; as defin Ei by M.G.L. ¢. 66, § 10, M.G.L. c.

4,87 (%(6)(a-t)‘“950 CMR Parts 32 01 et seq., “nd court decisions and decisions of

the I\é/{lassachusetts Superwsor of Pubhc Records construing such provisions.

W
H. Observatlon\i “The. word e‘l!?servilgr:)\?nﬁ used in the context of camera operatlon
:f_]&il mean real-tlrne wewmg and Simultaneous recording of live camera images.

. Pan, Tilt, Zoom The words “pan,” “tilt,” and “zoom” refer to the manipulation
of: a' amera frern a remote site 80 as to V1ew areas out31de of the ori glnal image

K. Public,l’laceS' The phrase “public place™ is defined as an area maintained for or
used by the people or the community, or an area that is open to the scrutiny of
others.’

! See generally 803 CMR 1.40 {defining “public place” under the Sex Offender Registry laws); M.G.L. c. 272, § 53
(requiring disorderly conduct to occur in a public place, i.e., a place to which the public or a substantial group have
access). See also Katz v. United States, 389 U.S. 347 (1967) (*Where conduct cceurs in public space it fails by
virtue of its apparent visibility to others to justify a belief that it constitutes a matter of privacy. When an individual
stands, walks or transacts activities in public places, he knowingly and voluntarily exposes his presence, actions and
associates to being viewed and recorded by others, including governmental officials and agents. Voluntary exposure
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L. Public Safety Security Camera System: For purposes of this directive, Public
Safety Security Camera System refers to all cameras that are owned/leased,
operated, and maintained by the City of Cambridge that are in place to provide
general monitoring of and in public places, to include but not necessarily limited
to, the Critical Infrastructure Monitoring System (CIMS), camera networks
independent of CIMS, cameras associated with the operation of traffic
signalization, and camera systems designed to detect specific types of violations.

M.  Recording: The word “recording” refers to those 1mag§§\‘t are preserved and
stored by the Cambridge Police Department.
N. Specific Event Recording: Spe(:]ﬁc event record:ng'; fers to those situations

when the activation of a camera is in accordance with thls‘dlrectlve as aresultofa
specific event that is planned for in advance"*‘*"Ihls term als&4ncludes the
activation of a camera for unplanned events that will assist m‘gc_ eving the
purposes set forth in the Purpose SCC_{I\%H of this dlrectlve

A,A

0. Sworn Department Personnel: The terin* swem department personnel” refers
to the Police Commissioner, Superintendents,, Deputy Superintendents,
Licutenants, Sergeants, and Patrol Ofﬁcers (mclgéimg detectives).

k \

&

part ofEe@BHSR CIMS Program comprlsed of s1m11ar systems operated and
ﬁmamtamed by%f;he‘(‘f‘%i&ne@) mummpa’f ties within the MBHSR (the others are
o iy Brooklin e?"CPelsea Everett, Quincy, Revere, Somerville and Winthrop).
When autherlzed toédn 750 ¢ by a municipality, the various other municipalities
within the M?HSR wﬂlhave the ability to view images produced by the CIMS

cameras of thé gunlelpallty that has authorized and granted such access.

<3 Author:zagon Jfor Other Municipalities to Monitor Cambridge CIMS: In

A Cambrldge only the City Manager, in collaboration with the Police
Commlssmner shall have exclusive authority to authorize other municipalities
within the MBHSR to view, on an on-going or time-limited basis, real-time
only images produced by the Cambridge CIMS cameras.

of both mundane and intimate behaviors in public places negate any reasoned ¢iaim of a justifiable expectation of
privacy.”); Commonwealth v. Montanez, 410 Mass. 290, 301 (1991) {A reasonable expectation of privacy is
measured by examining “(1) whether the [individual] has manifested a subjective expectation of privacy in the
object of the search, and (2) whether society is willing to recognize that expectation as reasonable.”;
Commonwealth v. Buiterfield, 44 Mass. App. Ct. 926, 928-929 (1998) (no reasonable expectation of privacy in
driveway that led to back door, where the driveway was not enclosed by trees, a fence, shrubbery, or any other

obstructions).
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2. Monitoring of CIMS: The Cambridge CIMS shall be passively monitored.
No personnel will be assigned specifically to observe the cameras or video
monitor screens. The normal operating conditions for the cameras will begin
each day at 10:00 p.m. and run until 6:00 a.m. the following morning. There
may also be occasions when, in accordance with this policy, the camera(s)
could be activated for a specific event recording. The purposes for the
operation of the camera system are set forth in the Purpose section of this
directive., Monitors will be located inside a secure__r’(')sm within the Technical
Services Unit of the Cambridge Police Departrnen . Monitoring of these
cameras will not occur unless authorized by the Pohce Commissioner,

\ 5
3. Installation & Recording: CIMS cameras w111 transt 1zt i

&,

operating to a Digital Video Recorder (DVR) that will a ways be maintained
in a secure environiment.

4. Camera Capabilities: Those é{aﬂl;fer:g's that ar}d@loyed as part the
Cambridge CIMS have pan-tllt—zoor?l{(PTZ‘féapab111tles The { epartment
shall not utilize autorqatlc identification or automatic tracking technologies in
conjunction with the Cvambnd e CIMS. \L\”;

5. Privacy Enhancement Capabrlme Th CIMS amera network will have a
shroudmg software tec;hnolog);<

2 "_q_pulith CONSI; “_pgon The system uses a proprietary Motorola security
apphcatlon that\%andles the wireless apphcatlon Each camera transmitter is

along WIth other proprletary security applications that are part of the system s
.. wireless setcurlty, protect the system from access by unauthorized persons.

7"i No Sound Re cordings: The Cambridge CIMS will not monitor or record

N

soun _unless appropriate court orders are obtained.

¥
B. Camera Operation/Viewing of CIMS Recordings: The Police Commissioner

will determine the locations and normal operations view of the CIMS cameras to
maximize the degree of satisfaction of the stated goals of the Cambridge CIMS as
set forth in Section A.

1. Operation Access Code/Certification: In order to operate any CIMS camera it
will be necessary to enter an Operation Access Code. The Operation Access
Codes will be issued to only those members of the department who have a

CAMBRIDGE POLICE DEPARTMENT
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need to access the CIMS Network., The Police Commissioner will make that
determination.

2. Certification/Training: Those selected members of the department who have
been granted authorization to the CIMS Network will not receive an
Operation Access Code until they:

‘a. Receive training regarding this directive, and the ethical and legal issues
involved in video camera monitoring activities, afd on all facets of
operating the Cambridge CIMS, including, buf not Jimited to, logging on,

g

operating cameras and retrieving archival£00 fgc, and

EE
b. Sign a certification acknowledging L‘hat\t‘hiey have, rccelved a copy of this
directive, have read it, and agree to bebound by thé\safeguards and
security measures. ' &

3. Authority to Operate: Only thoseundmdual‘;’ demgnated by t?l%,%’ﬁ;e
Commissioner will be authorized to ope rate. a CIMS camera. The operatlon of
the camera will be performed only undef
the Police Commlssmnern

Commissioner will have the autho,uty to grant {penmssmn for members of the
' department to v1ew archlval\g‘o%tage (gencrally in the furtherance of an
_ # Ve

D. Prohlblted f Imperm:ss:b]e Uses: It is a violation of this directive for the Public
Safety Seqprlty Camera System to be used to observe or record footage of areas or
people m*the following manners and for the following purposes:

1. Invasion of Privacy: Except pursuant to a court order, it is a violation of this
directive to observe or record footage of locations except those that are in
public view from a vantage point that is accessible to the general public and
where there is no reasonable expectation of privacy.’ A reasonable

% See generally Katz v. United States, 389 1.8, 347 (1967) (“When an individual stands, walks or transacts
activities in public places, he knowingly and voluntarily exposes his presence, actions and associates to being
.viewed and recorded by others, including governmental officials and agents.”);

CAMBRIDGE POLICE DEPARTMENT
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expectation of privacy is measured by examining “(1) whether the [individual]
has manifested a subjective expectation of privacy in the object of the search,
and (2) whether society is willing to recognize that expectation as
reasonable.”® Areas in which there is a reasonable expectation of privacy
include, but are not limited to, the interior of private premises such as a
home.*

2. Harassment/Intimidation: 1t is a violation of this dirgctive to use the images
from the Public Safety Camera System to harass 'aria’fo’i"iaatimidate any
individual or group for any reason, to 1nelude bu not limited to individuals
who are engaged in lawful assembly, demonstratlo_ 5%.and/or protests,

‘.:r-

3. Use/Observation Based on a Protected Characterzsnc.\.ﬁ is a violation of this
directive to use any images from t e”Pubhc Safety Caméfa System to observe
individuals solely on the basis of thelr race, gender ethnicitysse
orientation, disability or other’ class:f cation protected by law.

4. Personal Use/Uses for Other than Off ezal Purposes Itisa Vlolatlon of this
directive to use images from the Public Safety Camera System for any
personal purpose, or for a an 7 bther purpose that Js: not directly in connection
with an individual’s ofﬁcxa uﬁzeii

5. First Amendment Rights: It-1s a. v;olatlonﬂ fthls directive to use any images
from the Rublm Safety Camera System for the purpose of infringing upon the
Flrs "'Amendment rlghts of any,%ndlwdual or group.

6. Sanctzons for Vzolanons Anyone “Who engages ina prohlblted or

Crumna] prose tign;
\ 2 ‘T‘," _,3;

Civil 1lab111ty, and/or

Admm}stratlve sanctions, including termination, pursuant to and
__-,con51stent with relevant collective bargaining agreements and department

; ", pohmes
i-

¢

¥ Commonwealth v. Montanez, 410 Mass. 290, 301 (1991) {outlining the standard for reasonable expectation of
privacy).

4 Kyllo v. United States, 533 U.S. 27, 34 (2001) (holding that a reasonable expectation of privacy applied to the
government's employment, in public space, of a thermal imaging device to record radiation inside of a residence for
the purpose of determining whether the amount of emanated heat going through the house's roof or sidewalls,
indicated the ongoing presence of a marijuana manufacturing process). But see Commonwealth v. Butterfield, 44
Mass. App. Ct. 926, 928-929 (1998) (finding no reasonable expectation of privacy in driveway that [ed to back door,
where the driveway was not enclosed by trees, a fence, shrubbery, or any other obstructions).

CAMBRIDGE POLICE DEPARTMENT
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V. REQUESTS FOR REPRODUCTION:

A. Authority to Release/Permissible Requests: Requests for reproduction of any
images from the Public Safety Security Camera System’s recordings may be
made only for legitimate law enforcement purposes, as part of normal procedures
for investigations and the handling of evidence or in furtherance of the purposes
underIying the Public Safety Security Camera System.

B. Requests for Reproductions: All requests to reproduce 1mages from the Public
Safety Security Camera System’s recordings mus;;be?made promptly to ensure
data is not over-written. Requests for reproductlon of«s&gmficant incidents must
be made within twenty-four hours of the evenﬁe currencét: All requests must be
submitted in writing to the Police Commlsmgher through the%”‘g;oprlate chain of
command, who has sole authority to gfant such requests '"'

HECER, 5

C. Reproduction ReSponmblllty/EVldencJ On]ycafter the authorlty»has been

granted by the Pohce Comlmssmner will the department s Technical Services

making reproductlons of the Publ Safet%,Securlty Ca:mera System’s recordings.
There will be two coples of thes emfied f@!@l:ag%pE

{ _'fe QED Bvidence System following the
depa{tment 1dence Pohcy and will be maintained in a manner consistent
Wndl‘i\tlihe Ev1dent:e Pohcy and wﬁhmamtammg chain of custody for

evid entxary materlal S

Techmc}"' Sew1ees' Init will document all requests for copies of the Pubhc
Safety S ;i urlty Camera System’s recordings in a designated log.

,_leproductlon S Request Procedures: Whenever there is a request made for the
reproductlon Of any footage that is stored and maintained by the department, the
fol]owm f;_erocedures will be observed:

1. Authorzzed Department Requests: 1f a member of the department is
requesting a reproduction from the Public Safety Security Camera System’s
recordings, that member must complete a Video Request Form (see attached
form) and submit it to the Police Commissioner through the appropriate chain
of command. Upon receipt of the V1deo Request Form, the request will be

- processed in the following manner:

CAMBRIDGE POLICE DEPARTMENT
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a. Prior to granting any such approval, the Police Commissioner will consult
with the department’s Legal Advisor to ensure that the request is in
keeping with the parameters of this directive and all applicable laws and
court decisions.

b. The approved form will then be forwarded to the Technical Services Unit
- where the reproductions will be made and distributed. The request will be
recorded in a designated log in the Technical Seryices Unit.

.fu» e

2. Court-Related Requests: All court related requests musr: follow the same

Prosecution Unit who will then forward 1tt ttre Comrr‘u\gsmner s Office
(typically to the department’s Legal Adv1sor) Reproduced cqples will be sent
back to the Court through the de_partment s Police Prosecutlon Unlt +Requests

may also come directly from the Dr' 4;, 1gt Atto?:ne s Office, wh1ch again will

be channeled through the department™s: Lega1 "Advisor.

3. Other Law Enforcemént 4 Agencies: General\'r', any viewing or reproduction
requests received from® ggfther law enforcementagencies will be referred to the
" department’s Legal Advisor, G JJJ_evaluate fequest and ensure there
are no issues with respect te begm reeessmg the request.

s, als: Such requests will typically
begi’_' ywth the*completlon of a. Vldeo Request Form that will be channeled to

e CQ\mmlsswner s Office through #he appropriate chain of command. The
de artment ma aalso recelve and accept requests made under the Public

Leg Adv1sor"f ?Eletermmatron if it meets the criteria as prescribed in the
Massachusetts <Pubhc Records Law.

b. Reque§m involving civil or private attorneys will also involve consultation
k between the department’s Legal Advlsor and the City’s Solicitor’s Office.

c. Once approved and vetted, the reproduction will be forwarded to the
requestmg party after payment of a fee for reproduction costs.

d. Under no circumstances will recordings pertaining to an active
. investigation be disseminated. See generally M.G.L. c. 4, § 7(26)(f)
(investigatory exemption to the Public Records Law).

- CAMBRIDGE POLICE DEPARTMENT
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VIL

RETENTION OF ARCHIVAL FOOTAGE:

The Public Safety Security Camera Network includes DVR server with a RIAD 5

configuration. The video data is striped across four (4) hard drives. The system utilizes a
thirty-day (30) cycle that automatically overwrites the oldest recording. The system does
not include any server for backing up data. Accordingly, unless otherwise required for
investigative or evidential p'urposes, by court order or by law, all Public Safety Security
Camera System’s recordings will be retained for a period of fourteen (14) days and will

then be automatically overwritten. e

All reproductions of footage within the custody of the\depa,rtmentwﬂ] be maintained in a

secure environment and will be destroyed at the conclusmn of th}retention period
specified above. iy

- department’s Professional Standards ljn I

review and approprlate follow up P

%"n Any complamt from department personnel relating to the
amera System Wil be forwarded to the department’s
& S -sng{té_lpa__cigordance with existing Policies for review and

e

Inquiries: ‘In-erder to‘al]ewate any confusmn concerning the Public Safety

- Camera System ‘whern the department receives inquiries from the public
""'*-com;ernmg the operatlona] status of the Public Safety Security Camera System, or

; : ly w}}éther the Public Safety Security Camera System made a recording
and wh at 1tmay have recorded, the following procedure will be followed. The
person makmg the inquiry will be forwarded to the Shift Commander who will

' courteously and respectfully inform the individual, in substance, the following:

“The Cambridge Police Department’s Public Safety Security Camera
System is_fully operational at designated, strategic locations throughout
the City of Cambridge. Depending on the vantage point of the specific
camera in question at a given time, an image may have been captured and
be available for dissemination.”

CAMBRIDGE POLICE DEPARTMENT
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1. If the individual making the inquiry has a specific request (i.e. date and time)
for a recording in a designated area, a Video Request Form will be completed
and forwarded to the Police Commissioner through the appropriate chain of
command. Once the request is vetted and approved, the reproduction will be
made available for pickup from the Records Management Unit to the
individual making the inquiry.

Audits & Inspections: It will be the responsibility of the_Professmnal Standards
Unit to conduct periodic audits of the Public Safety Securlty Camera System to
ensure that access to the system is done in accorglance w1th this directive. Further,
the Professional Standards Unit will also conduct perlodlc 11Epect10ns to ensure
that the security measures that have been pui mtO\place and the procedures for
the access to the system are being perfermed in accordance w11;h dlrectwe

Annual Review: On an annual b§s1s the!( omm’andmg Officer of J.he
Professional Standards Unit will ensure that Lcornplete review is performed with
respect to security measufes; access, retentmn«echedule and distribution of
images captured by the Pubhcﬁafety Security Camera Syﬁtem are in accordance
with this directive. A reportxdetaﬂ%@g{the followmg W111 be submitted to the
Police Commissioner for hls/her rev1ew«{[fhe repo;t wﬂl contain the following
mformatxon at a minimum: LY :

"

1. The total ;%ber of requests recelved for the reproduction of footage from the
Pubhc Safety Securlty Camera ysj;em during the course of the review period.
That summar}gfshoul .be dwlded into the following categories of request:

s il

\?uests for €ithet investigative or evidential purposes;

b. Regge%ts thatn\%

c. Requests generated by other outside law enforcement agencies
(1dent1fymg the agencies maklng such requests); and

2. The"’iﬁilrnber of audits and inspections that were conducted during the course
of the review period, noting whether there were any anomalies or issues, and
if 50, what remedial were taken to correct them.

3. The number of complaints and/or inquiries that were received during the
review period, along with information on how those complaints and/or
inquiries were resolved.
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IX.

4. Identify any procedural changes should be made to ensure that the integrity of
the Public Safety Security Camera System is maintained.

PRIVATE SURVEILLANCE CAMERAS:

Many businesses and corporations are utilizing surveillance technolog;es o maintain
security at their facilities. Corporate security officers often reiy oncameras to monitor
activity both within their buildings, inside parking garages hd along the perimeter of

j}#'”(?,h"
their facilities. These cameras are often monitored by, secunty sonnel and sometimes
on a 24/7 basis. N
ﬁ‘éﬁ \

crimes

long recognized the value of collaborating w1. h our corporate partners iﬁ %Jlx%g
that may occur near their facilities. In this respeq it is ‘not uncommon for gohee

personnel to reach out to corporate security personnel'to view recordings that may help
them solve a crime. *

The Cambridge Police Departmentha‘g‘,:éani will contmueg‘to | ;1_hze this technology
whenever possible. Obtaining and unhzmg{%’eordmgs of this nature does not amount to
a violation of constitutional rights as the act1v1t1es\o\cﬁcur eLther within a public space or a
space under the control of the corporat;on 6r busines&¥%

P ¥ &
The deels1on to’ give these, reeordmgs rests w1th corporate security. It is not the intention
of the Cambndge Pohce Department to have any of our partners violate any corporate

policy pertaining 1o the us! L

58,01 this- equlpmer;t Accordingly, the Cambridge Police
Dega_rgp“_e_g:g 1 always : eek permission to obtain any images from security personnel.

CAMBRIDGE POLICE DEPARTMENT



ArracH ment 3

TOWN OF BROOKLINE

CMassachusetts

POLICE DEPARTMENT

DANIEL C. O’LEARY
CHIEF OF POLICE

Special Order 2010-4

Subject: Brookline Police Department Critical Infrastructure Monitoring
System (“CIMS”}

Date: January 25, 2010

PURPOSES /| OVERVIEW

The Brookline Police Department (“Department”) shall deploy, operate, and maintain a
fixed video camera monitoring system within the jurisdiction of the Town of Brookline to
monitor major thoroughfares and evacuation routes that are deemed critical
infrastructure, as part of the Critical Infrastructure Monitoring System (hereinafter, the
system is referred to as “CIMS") of the Metro-Boston Homeland Security Region
(*"MBHSR"). The purpose of the CIMS program is to enhance the management of
emergency situations, detect and deter terrorism, and otherwise protect the health,
safety and welfare of those who live and work in, visit, and transact business within the
Town.

The CIMS program may also be used to deter criminal activity and public disorder,
reduce fear of crime, identify criminal activity and suspects, identify and gather possible
evidence for use in criminal and civil court actions, document police actions, safeguard
citizen and police officer-rights, aid in Amber alerts or in the search for lost / missing
children or elderly people, assist emergency services personnel when responding to
incidents, assist with the monitoring of traffic conditions, otherwise assist town officials
with the provision of municipal services in order to enhance overall municipal efficiency,
and assist with the training of Department personnel.

The Brookline CIMS shall not be used to replace current policing techniques. It is to be
used to supplement proven policing techniques and assist in the delivery of public
safety and municipal services.

DEFINITIONS
“Archival footage” shall mean CIMS images captured in the past.

“Automatic tracking” shall mean the ability to follow a specific individual or his or her
vehicle with technology operating independently of immediate or direct human controi,
regardiess of whether his or her identity is known, so as to create a seamless record of
his or her activity during a specific period.

Police Departmc:nt 350 Washington Street, Brookline, Massachusetts 02445
Telephone (617) 730-2254 % Facsimile (617) 730-8454



“Automatic identification” shall mean the ability to ascertain or confirm the identity, using
biometric or other digital technologies, of an individual whose image is captured on
footage, whether in real time or otherwise.

‘Department personnel” shall include persons holding the position of Public Safety
Dispaticher with the Town of Brookline. -

“Evidence Policy” shall mean the Brookline Police Department Policy: Handiing and
Processing of Evidence and Property.

“-ootage” shall mean any images recorded by the Brookiine CIMS.

“Massachusetts Public Records Law” shall mean Mass. Gen. Laws ch. 66, § 10, Mass.
Gen. Laws ch. 4, § 7, cl. 26, 950 CMR Parts 32.01 ef seq., and court decisions and
decisions of the Massachusetts Supervisor of Public Records construing such.

“Normal operations view” shall mean the normal view of a camera as determined by the
Chief of Police and described in Attachment A. These shall be the views seen between
the hours of 10:00 p.m. and 6:00 a.m. and at all other hours that the cameras are on.
Changes may be made in these views as permitted under this policy.

“Observation” or to “observe” shall mean real-time viewing, and simultaneous recording,
of live camera images.

“Operate” shall mean using the pan, tilt, or zoom functions of a camera.

“Pan, tilt, and zoom” shall mean manipulating a camera to view areas outside the
original image frame or measurably increase the resolufion of the images rendered.

“Recording” shall mean images that are preserved and stored by the Brookline CIMS.

“Specific event recording” shall mean activation of the cameras in accordance with this
policy as a resuit of a specific event which is planned for in advance, such as the
Boston Marathon. This definition also includes the activation of cameras for unplanned
events, such as an evacuation or a bank robbery in progress, which will assist in
achieving the purposes set out in section 1 of this policy.

*Sworn Department personne!” shall mean the Department Chief, Supenntendent
Captains, Lieutenants, Sergeants, Detectives and Patrol Officers.

OPERATION AND MANAGEMENT:

A. BROOKLINE CIMS COMPONENTS, CAPABILITIES, AND FUNCTIONS

1. CIMS Cameras The CIMS cameras, as part of the Metro-Boston
Homeland Security Region’s Critical Infrastructure Monitoring System,
shall be deployed for an indefinite period of time, as provided in the vote of
the Board of Selectmen on January 13, 2009, and any subsequent votes,
to monitor the Town's major thoroughfares and evacuation routes. CIMS
cameras are part of the MBHSR CIMS program comprised of similar
systems operated and maintained by the nine (9) municipalities within the
MBHSR (in addition to Brookline, these are Boston, Cambridge, Chelsea,
Everett, Quincy, Revere, Somerville, and Winthrop). When
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authorized to do so by a municipality, the various other municipalities
within the MBHSR will have the ability to view images produced by the
CIMS cameras of the municipality that has authorized and granted such
access.

In Brookline, the Chief of Police shall have exclusive authority to authorize
other municipalities within the MBHSR to view, on an ocngoing or time-
limited basis and in real time only, images produced by the Brookline
CIMS cameras.

Other municipalities within the MBHSR may request a copy of archival
footage produced by the Brookline CIMS cameras pursuant to the
procedures set forth in Sections IV(D)(1) and (3) of this Palicy.

Monitoring and Response The Brookline CIMS shall be passively
monitcred (i.e., no personnel shall be assigned specifically to cbserve
video monitor screens) under normal operating conditions between the
hours of 10:00 p.m. and 6:00 a.m. each day. There may also be times
when, in accordance with this policy, the camerals could be activated for
specific event recording. The purposes for the operation of the camera
system are set forth in section 1. Monitors shall be located in the Dispatch
Area, in the office of the Commanding Officer, and at the front desk of the
Public Safety Building. Monitoring may also be conducted within the
Detective Division, at the Brookline Emergency Operations Center, or
where deemed necessary consistent with the purposes of the CIMS set
forth in Section | above. Department personnel monitoring the Brookline
CIMS shall dispatch resources as needed.

Installation and Recording CIMS cameras shall transmit signals when
operating to a Digital Video Recorder (“DVR”), which shall be maintained
in a secure environment. The cameras will be covered with a privacy-
ensuring cap (once available) during all times except between the hours of
10:00 p.m. and 6:00 am. daily. These privacy-ensuring caps shall be
opened and the cameras activated between the hours of 10 p.m. and 6
a.m. as well as other times as authorized under this policy. The opening
and closing of the privacy-ensuring caps will be controlled by a computer
program which will activate automatically during the 10:00 p.m. to 6:00
a.m. time frame and can be manually activated for specific event recording
and in accordance with this policy. All of the images from a recording
device for a particular 24-hour period, beginning at 12:00 a.m. and ending
at 11:59:59 p.m., shall be referred to as the “Daily Recording.” The Daily
Recording shall be stored in such a manner that the particular images can
be identified by camera location and by the date and time recorded.

Camera Capabilities Cameras deployed as part of the Brookline CIMS
shall have pan-tilt-zoom (“PTZ") capability. The Department shall not
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utilize automatic identification or automatic tracking technologies in
conjunction with the Brocokline CIMS.

Privacy enhancement capabilities The CIMS camera network comes
with “shrouding” software technology that will allow the Administrator to
block out certain areas (e.g., any interiors of buildings visible through
windows) from viewing and recordmg This technology will be used as
necessary to protect the privacy rights of individuals consistent with
Section Il (D)(1) below. Furthermore, all cameras shall be equipped with a
privacy-ensuring cap (once available) that will cover the cameras to
prevent viewing/recording at times when not authorized by this policy.

System Security The CIMS network consists of a point-to-point wireless
network that uses licensed and unlicensed spectrums that are not
common for public consumption. The system uses a proprietary Motoroia
security application that handles the wireless application. Each camera
transmitter is equipped with a secure software key and security aigorithm.
These features, along with other proprietary security applications that are
part of the system’s wireless security, protect the system from access by
unauthorized persons

Camera_lnventory / Log The Department's Technology Division shall
create and maintain a camera inventory of all cameras placed into service
as part of the CIMS using the Larimore Property Tracking System
("Camera Log"). The Technology Division shall document in this System
the date each camera is placed into service and, if applicable,
- discontinued, its location and the persons, places or activities being
monitored, its specifications, the dates of inspection, the dates each is out
of service for maintenance and/or repair, and the dates and nature of any

service or repairs. ,
. /

Monthly Visual Inspection The Department's Technology Division shall
conduct a visual inspection of all cameras on a monthly basis. Such
person shall document in the Department's Property System the visual
condition of each camera and lighting in the area of the camera observed
during each such inspection.

No Sound Recordings The Brookline CiMS shail not menitor or record
sound unless appropriate court orders are obtained.
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B.

CAMERA OPERATION / VIEWING OF CIMS RECORDINGS

CIMS Camera Locations and Normal Views The Department Chief
shall determine locations and normal operations views of CIMS cameras
to maximize the degree of satisfaction of the stated goals of the Brookline
CIMS set forth in Section |. CIMS camera locations and normal

operations -views may be changed as situations require by written
permission of the Chief. CIMS camera locations and normal operations
views are described in Attachment A to this Policy. The Town of Brookline
shall post and maintain at CIMS camera locations signage that is clearly
visible indicating the presence of a camera.

Operation Access Code / Cettification In order to operate any CIMS
camera, it shall be necessary to enter an Operation Access Code. All
sworn Department personnel and Public Safety Dispatchers shall receive
an Operation Access Code from the Technology Division.  Operation
Access Codes may be changed periodically. Operation Access Codes
shall be in addition to Department-issued User Names and Passwords. -

Certification / Training Sworn Department personnel and Public Safety
Dispatchers shall not receive an Operation Access Code prior to:

a. signing a certification (in the form set forth in Attachment B to this
Special Order) that they have received a copy of and have read this
Special Order; and

b. receiving training regarding this Policy (with a focus on
Impermissible Uses (Section (D)) and the ethical issues involved
in video camera monitoring activities, and on all facets of operating
the Brookline CIMS, including, but not limited to, logging on,
operating cameras, and retrieving archival footage.

Authority to Operate / Return to Normal Operations Views Sworn
Department personnel of the rank of Sergeant or higher and Public Safety
Dispatchers are authorized to operate a CIMS camera. Such personnel
may operate a camera within their discretion, for the purposes
enumerated in Section | above, and at their own instigation or at the
request of Patrol Officers, a. federal or state agency or another
municipality, and/or emergency management personnel. Patrol Officers
may operate a camera with authorization of a member of the Department
of the rank of Sergeant or higher. All operators must return cameras to
the normal operations view when not otherwise directed.
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5. Viewing of Archival Footage Department personnel, with the approval

of a member of the rank of Sergeant and above, are authorized to view
archival footage from the Brookline CIMS.

C. MANAGEMENT

1. Department Chief

a.

Generally The Brookline Police Department, by and through its
Chief, is solely responsible for the day-to-day operation and
management of the Brookline CIMS and for all tasks ancillary to its
operation and management.

Delegation The Chief shall assign Department personnel to
operate and manage the Brookline CIMS on a day-to-day basis,
including, but not limited to, monitoring camera feeds, managing
access to the system, managing the inventory control of hardware,
reproducing and distributing electronic media (e.g.,CD/DVDs),
ensuring the chain of custody of recordings and reproductions of
footage for evidentiary purposes in civil and criminal court actions,
and archiving recordings in accordance with this Policy, the
provisions of the Department's Evidence Policy, and as provided in
the vote of the Board of Selectmen on January 13, 2009, and any
subsequent votes. The Chief or his / her designee may assign
civilian personnel (both from within and without the Department) to
perform any function or duty related to the operation and
management of the Brookline CIMS, including, but not limited to,
inventory, service and maintenance work on the system.

Enforcement The Chief shall ensure that the Brookline CIMS is
operated in conformity with this Policy and other Department
policies, procedures, rules and regulations. The Chief shall enforce
this Policy and shall act as the Department Head for all disciplinary
and enforcement actions for any violations of it by Department
personnel.

2. Commanding Officer { Supervisor

Generally The Commanding Officer shall be directly responsibie
for the operation and management of the Brookline CIMS during
his/her shift.

Inspection At the commencement of a patrol shift, a member of

the Department, of the rank of Sergeant or higher, shall inspect the

Brookline CIMS available in the Dispatch area and in the office of

the Commanding Officer to ensure that the CIMS cameras are

operational in accordance with this policy. If the CIMS cameras -
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are operating under the conditions set forth in this policy then these
officers are to ensure that each camera is functioning properly and
that camera sight lines afford maximum viewing to carry out the
purposes of the CIMS, as enumerated in Section |.

C. Reporting of Significant Incidents Prior to the conclusion of a
patrol shift in which a significant incident has occurred (e.g., an
assault, an arrest, an accident, etc.), a member of the Department
of the rank of Sergeant or higher shail request reproduction of
CIMS footage of the incident (as detailed further in Section IV
(D)(1) below) by submitting a completed Video Request Form to the
Technology Division. Such person submitting such completed
Request form shall send a copy of it to the appropriate division or
personnel for follow-up (Detectives, Traffic, etc).

3. Audit In order fo maintain a high degree of integrity over the Brookline
CIMS, an audit shall be completed on a semi-annual basis. This audit
shall determine the Department’s adherence to this Special Order and the
procedures it establishes, as well as the maintenance and completeness
of CIMS records. This audit shall be conducted by the Department's
Office of Professional Responsibility. At the completion of this audit, a full
report on the outcome shall be forwarded to the Department’s Chief.

D. IMPERMISSIBLE USES

Anyone who engages in an impermissibie use of the Brookline CIMS may be
subject to:

a. criminal prosecution,
b. civil liability, and/or

C. administrative sanctions, including termination, pursuant to and consistent
with the relevant collective bargaining agreements and Department
policies. :

It is a violation of this Policy for the Brookline CIMS to be used to observe or record
footage of areas or people in the following manners and for the following purposes:

1. Invasion of Privacy Except pursuant to a court order, it is a violation of this
Policy to observe,-or record footage of, locations except those that are in public
view from a vantage point that is accessible to the general public and where
there is no reasonable expectation of privacy. Areas in which there is a
reasonable expectation of privacy include the interior of private premises such as
a home.

2. Harassment / Intimidation It is a violation of this Policy to use the Brookline
CIMS to harass and/or intimidate any individual or group.
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Use / Observation Based on a Protected Characteristic It is a violation of this
Policy to use the Brookline CIMS to observe individuals solely because of their
race, gender, ethnicity, sexual orientation, disability or other classification
protected by law.

Personal Use It is a violation of this Policy to use the CIMS for any personal
purpose.

First Amendment Rights It is a violation of this Policy to use the Brookline
CIMS for the purpose of infringing upon First Amendment rights.

IV. REQUESTS FOR REPRODUCTION

A.

Authority to Request / Permissible Requests Sworn Department personnel of
the rank of Sergeant and higher are authorized to make a request to the
Technology Division for a reproduction of a CIMS recording. Requests for

* reproduction may be made only for legitimate law enforcement purposes, as part

of normal procedures for investigations and the handling of evidence or in
furtherance of the purposes underlying the Brookline CIMS described in Section |
above.

Prompt Request All requests to reproduce a CIMS recording shall be made
promptly and in any event as soon as possible to ensure that needed data is not
over-written. Requests for reproduction of footage of significant incidents (e.g.,
an assault, an arrest, an accident, etc.) shall be made prior to the conclusion of
the patrol shift during which the incident occurred.

Reproduction Responsibility / Evidence The Department's Technology
Division shall be responsible for making reproductions of CIMS recordings. It
shall make two copies of any reproduction. One copy shall be logged into the
evidence system following the Department's Evidence Policy and shall be
maintained in a manner consistent with the Evidence Policy and with maintaining
the chain of custody for evidentiary materials. The second copy shall he
reproduced to the requesting party utilizing the procedure described in Section IV
(D) below. The Technology Division shail document all requests for copies of
CIMS recordings in the Camera Log.

Reproduction Request Procedures

1. Authorized Department Reguests (see Section IV (A) above):

By submitting a completed Video Request Form (available in the
Technology Information folder on the “in-house” email system) to the
Technology Division (cc to the appropriate Department Division (e.g.,
Detective, Traffic) or personnel for follow-up). Depariment personnel of
the rank of Captain or higher may authorize disclosure of a copy of CIMS
footage to any federal, state, or municipal law enforcement agency in
connection with an open investigation.
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Vi,

2. Court-Related Requests {e.g., Prosecutors, Defense Attorneys,
Judges):

By submitting a completed Video Request Form to the appropriate
Department court liaison (for the applicable court), who shall forward a
copy to the Technology Division. The Technology Division shall send a
copy of the requested reproduction to the court liaison, who shall send it to
the requesting party.

3. Others (subpoena_or public records requests by federal or state
agencies, other municipalities, private individuals, or others):

Except in connection with an open investigation as set forth in Section
IV(D)(1) above, by submitting a completed Video Request Form to the
Department’s Records Division, which Division shall process it in
accordance with the Massachusetts Public Records Law and the
Department’s public records procedures, with responsibility for the
reproduction falling to the Technology Division. As part of the public
records review process with regard to any request for reproduction made
under this Section IV (D)(3), Department personnel shall consult, as

appropriate, with the Technology Division (who shall consult the Camera
log), any other relevant Department personnel, and Town Counsel to
determine whether the requested footage or any portion of it is exempt
from the Massachusetts Public Records Law.

RETENTION

The CIMS camera network includes video DVR server with a RAID 5
configuration, and video data is striped across four (4) hard drives. It has a thirty-
day cycle that automatically overwrites the oldest day and it does not include any
server for backing up data. Accordingly, unless otherwise required by the
Evidence Policy, by court order, or by law, Brookline CIMS recordings shali be
retained for a period of fourteen (14) days and shall then be automatically over-
written.

All reproductions of footage within the custody of the Department shall be
maintained in a secure environment and shall be destroyed at the conclusion of

the retention period specified above.
P

COMPLAINT PROCEDURE

A. External Complaints Complaints other than from Department personnel
relating to the Brookline CIMS shall be handled in accordance with the
Brookline Police Department’s Citizen's Complaint Policy and Procedure.
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B. Internal Complaints Any complaint from Department personnel relating
to the Brookline CIMS shall be forwarded to the Office of Professional
Responsibility and the Chief of Police.

V.  DISSEMINATION OF INFORMATION ABOUT THE BROOKLINE CIMS AND
HANDLING OF INQUIRIES

A. Policy Dissemination This Policy shall be posted on the website for the
Town of Brookline (www.brooklinema.gov) and a copy shall be provided
upon request consistent with the Department's public record request
procedures.

B. Inquiries

1. General inquiries in order to alleviate any and all confusion
concerning the Brookline CIMS, when the Department receives
inquiries from the general public concerning the operational status of
the Brookiine CIMS, or generally whether the CIMS made a recording
and what it may have recorded, the following procedure shall be
followed: the telephone call or walk-in shall be transferred or directed
to the Commanding Officer (or Patrol Supervisor, in his/her absence),
who shall courteously and respectfully inform the inquiring party, in
substance, of the following:

“The” Brookline Police Department's Critical Infrastructure
Camera Monitoring System is fully operational at designated,
strategic locations throughout the Town of Brookline.
Depending upon the vantage point of the specific camera in
guestion at a given time period, an image may have been
captured and be available for dissemination.”

2. Specific Recording / Footage Requests If the telephone caller or
walk-in has a specific request (date and time) for a recording in a
designated area, a Video Request Form shall be either e-mailed to
the person (as an attachment) or made available for pick up by the
person at the Records Bureau and/or Front Desk.

cha%%

Daniel C. O'Leary
Chief of Police

Supersedes Special Order 2009-1
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Special Order 2010-4 - ATTAGHMENT A

CIMS CAMERA LOCATIONS AND NORMAL. OPERATIONS VIEWS

Camera Location:

Brookline Ave & Aspinwali Ave
Beacon St & Carlton St

Beacon St & St Paul St

Beacon St & Harvard St

Beacon St & Washington‘ St
Boylston St & Hammond St
Boyiston St & Chestnut Hill Ave
Boylston St & Sumner St

Boyiston St & Cypress St
B.F.D.Station 1(140 Washington St)

Longwood & St Paul St

Normal Operations View:

South — Facing Brook House
Eastbound Beacon St
Eastbound Beacon St
Eastbound Beacon St
Southbound Washington St
Eastbound Boylston St
Westbound Boylston St
Eastbound Boyiston St
Westbound Boylston St
Northbound Washington St

South St. Paul Street
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Special Order 2010-4 — ATTACHMENT B

CERTIFICATION UNDER BROOKLINE POLICE DEPARTMENT SPECIAL ORDER 2010-4

(Re: BROOKLINE POLICE DEPARTMENT CRITICAL INFRASTRUCTURE CAMERA
MONITORING SYSTEM (“CIMS*))

l, , certify that | have received a copy of

and have read Special Order 2010-4, dated January 25, 2010, regarding the Brookline Police

Department Critical Infrastructure Camera Monitoring System (“CIMS?).

Date:

(Name)

(Signature)

(Title)
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