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    CITY OF CAMBRIDGE

   Office of the City Solicitor

   795 Massachusetts Avenue

            Cambridge, Massachusetts  02139

September 13, 2012

Robert W. Healy

City Manager

City Hall

Cambridge, MA   02139

Re:  Awaiting Report No. 12-100 Re: Report on Whether E-mails to Councilors Either Through the City E-mail or to Their Personal Accounts May be Shared With the General Public
Dear Mr. Healy:


The City Council has asked whether “e-mails to both Council@Cambridgema.gov and to individual Councilors, at both their personal and City e-mails, may be shared with the general public and what, if any, redaction of personal information should be done prior to such sharing….”  E-mails are analyzed under the Public Records Law like any document.  Therefore, any e-mail sent or received by a City Councilor is a public record that may be disclosed, unless the information in it falls within one or more exemptions found in the law.  G.L.c.4, §7(26).  If the e-mail is a non-exempt public record, the subjective expectation of privacy of the sender will not insulate the e-mail from disclosure.  There are many types of exempt information that could be contained in e-mails that should be redacted prior to disclosure, such as:  medical information about an individual; dates of birth; Social Security numbers; bank account information; student information; City employee personnel information; law enforcement investigatory information; to name a few.  There are many statutes that exempt specific types of information from disclosure—58 such statutes are listed on the last three pages of “A Guide to the Massachusetts Public Records Law” published by the Secretary of the Commonwealth.  Those statutes are in addition to the 19 exemptions listed in G.L.c.4, §7(26).  The second clause of Exemption (c) of G.L.c.4, §7(26) exempts information “relating to a specifically named individual, the disclosure of which may constitute an unwarranted invasion of personal privacy.”  This exemption has been interpreted to require a balancing test in its application on a case-by-case basis between the privacy interest at stake in the information at issue and the public interest in disclosure.  Due to the multitude and complexity of possible exemptions, reviewing records prior to disclosure for exempt information is usually done by, or in consultation with, the Law Department.


E-mails received by a Councilor in his/her official capacity would usually be a public record that may be disclosed after review for exempt information.  Because the Council@Cambridgema.gov address is clearly an official address for the City Council, e-mails sent to it clearly fall within the definition of a public record, that is, a communication received by a public officer.  The same general rule would apply to e-mails sent to a City Councilor’s personal address.  If the e-mails were sent to the City Councilor’s personal e-mail address about matters within his/her official capacity, they are probably public records.  Obviously, there would be a significant amount of e-mail at a Councilor’s personal address that would not relate to his/her status as a public officer which would not be public record.









Very truly yours,

Nancy E. Glowa
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